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I Want You
to use cloud.gov

— ➡: Focus on mission

— ": Eliminate long lead times

— #: Your tax $ ($85B, 8.2% ☁)1

— %: Provide great public 
service

1 CIO IT Dashboard for FY2017 https://
www.itdashboard.gov/#learn-basic-stats



1 / The Mission

Video timestamp 04:02



Suppose:

— A mission
— Housing for disaster victims

— A team
— Project / Product Managers

Designers / Devs 
Ops / Sec

— A platform
— Build
— Test
— Run
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Platform

— Stack: WebServer, AppServer, Database, Cache, Index
— Environments: (Local), Dev, Test, Stage, Prod
— User management: Admin, Devs, Auditors
— Operations: Patch, Logs, CDN, Scaling, Availability
— All of this is commodity: think iPad or Android Tablet
— Acquire: weeks // Running: hours 

// Build: months // Authorize: weeks
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— Open-source Cloud Foundry PaaS atop AWS 
GovCloud2

— Available to Departments & Agencies by IAA
— FedRAMP P-ATO Moderate, DISA Level 2
— Built/run by 18F/TTS/GSA as a cost-recoverable 

service
2 Multi-cloud w/ Azure USGov on our roadmap
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Pre-built environment ready for 
deploying an application.

Developers can focus on mission 
needs.

Common technology resources 
are managed by an expert 
operations team:

— Operating system
— Databases
— Audit trails
— Authorization and 

authentication
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2 / Ge!ing to Launch
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Three Stages

— Procure
— Implement
— Authorize
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Procure

— Pre-procurement sandbox accounts
— IAAs: weeks instead of months
— Pricing: 

— Prototyping  Trivial = $20k/ann.
— FISMA Moderate  Complex = $110k/ann.
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Pricing
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Implement

— Users, Spaces & Roles
— Apps
— Services
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Implement: Users & Roles

— Authentication: 
— Agency IdP or cloud.gov

— Authorization (CF's UAA)
— Manager, Developer , 

Auditor 
— Organization (EPA, FEC) & 

Space (dev, stage)
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Implement: Dev/Stage/Prod

cf create-space dev
cf create-space stage
cf create-space prod
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Implement: Users w/ Spaces

cf set-space-role peterb dev SpaceDeveloper
cf set-space-role peterb prod SpaceAuditor
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Time machine
— Procured ✅

— Implemented:

— Users and Authentication ✅

— Dev/Test/Prod Environments ✅

— Roles ✅
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Implement: Python Application
git clone https://github.com/18F/cf-hello-worlds.git
cd cf-hello-worlds/python-flask
cf push cg-flask-demo
open https://cg-flask-demo.app.cloud.gov
cf scale cg-flask-demo -i 4 
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Implement: Language

staticfile java ruby

nodejs go python

php binary dotnet
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Implement: Services

Relational databases (RDS) PostgreSQL, MySQL, Oracle

Storage (S3) Private or public data buckets

Custom domain HTTPS + Content Delivery Network

Redis In-memory data structure store

Elasticsearch Full-text search engine

Service accounts For continuous deployment and auditing

Identity provider Use cloud.gov authentication in apps
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Implement: Logs & Diagnostics

— logs: Kibana, custom logdrains
— cf ssh: diagnose ephemeral containers
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Three Stages

— Procure
— Implement
— Authorize
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Authorize

— Authority to Operate (ATO)
— Risk Management Framework (Low, Moderate, High)
— NIST 800-53
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Authorize: Controls

— DataCenter: All 325 - You're responsible for:
— Security Guards, PE-3(3)
— Disk wiping, MP-6(8)

— IaaS: FedRAMP - You inherit ~88 controls, still 237:
— System logs, AU-12
— Kernel patches, SI-2

— cloud.gov:
— See next slide....
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Authorize: ATO & Security

— 15 unshared controls, 41 shared
— Simplicity and secure defaults
— Reduce shadow IT (thanks, self-service!)
— Example: Stack Clash kernel patch: < 24 hrs
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Three Stages

— Procure
— Implement
— Authorize

Video timestamp 25:07



Road map features
— TIC ingress control
— PIV/CAC enabled authentication
— App environment security scanning 
— Attach a persistent file volume to apps
— AWS resource brokering
— Built-in CI/CD service
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Let's revisit the mission...
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Suppose Realized

— A mission
— Housing for disaster victims

— A team
— Project / Product Managers

Designers / Devs 
Ops / Sec

— A platform
— Build
— Test
— Run
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